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General Title: VPE Software: SecureVPE Suggested Access Level Table

Abstract: This document provides details of suggested security parameters inside the
SecureVPE application.

Applicability: This article applies to the SecureVPE and QuickVCA applications which are a part of
the C Technologies, Inc. SoloVPE Software.

Symptom: N/A

Cause: Use of the SecureVPE Software and the company’s need to configure the software to

best meet their internal requirements. It is the responsibility of each company to
implement this software and environmental requirements relating to file/data integrity.

Detailed Info: Variable Pathlength Security Guidance for Windows NTFS Structure
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Variable Pathlength Security Guidance

Autosave Target is Held to Ensure Single Write Event Post Esign / DAQ Completion e

NTES Permission Recommendations (Subject to Validation During Implementation);

> Files saved to a Local Hard Disk are not recommended due to Windows Ownership Rules
> Itis recommended that files are saved to a Network Folder where Ownership is given to the Administrator

Configure By Group andlor User Consistent
With Coporate IT Guidance and Policies:

Select Target Folder/Share on the Network to
be used for SoloVPE File Output.

* Disable Inheritance from Parent Container or

consider the implications of your selection.

If the Folder contains existing Folders or Files,
apply to existing as desired.

Give Full Control to the folder, subfolder
and files to the "OWNER RIGHTS" group.

* Use Special Permissions for Advanced

Configuration.

Full Control

Traverse folder / execute file
List folder { read data

Read attributes

Read extended attributes
Create files / write data
Create folder / append data
Write attributes

Write extended attributes
Delete subfolders and files
Delete

Read permissions

Change permissions

Take ownership
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NOTE: This NTFS permission matrix is provided as a starting point and should be adapted to support the goals
of the implementation in a manner consistent with customer policies and protacols.
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Detailed Info: Variable Pathlength Security Guidance SecureVPE for SoloVPE Software

Group Privilege Description VPE Pzrvir VPE VPE
Admin User User Reviewer
Application SoloVPE Software Access Authority to Run/Use Application X X X X
SoloVPE Administration Access Authority to Run/Use Application X
SecureVPE Access Authority to Run/Use Application X
Method Method Modification Rights Enabled Authority to Modify Methods X X
Advanced Setting Access Enabled Authority to Access Advance Setting X
Authority to Access DAQ View (open method
DAQ View Enabled only) x
DAQ View Optional Authority to Access DAQ View (optional) X
Quick Methods Enabled Authority to Add Quick Method X X
Force Disable Quick Slope Alerts Authority to Disable Quick Slope Alerts
Sidebar Report Sidebar Button Report Sidebar Button Visible X X
Manual Sidebar Button Manual Sidebar Button Visible X X
Section Sidebar Button Section Sidebar Button Visible X X
Analyze Sidebar Button Analyze Sidebar Button Visible X X
Quick Survey Sidebar Button Quick Survey Sidebar Button Visible X X
Quick Slope Sidebar Button Quick Slope Sidebar Button Visible X X X
EC Library Sidebar Button Ext Coefficient Library Sidebar Button Visible X X X
Home Sidebar Button Home Sidebar Button Visible X X
New Run Sidebar Button New Run Sidebar Button Visible X X
Save Data Sidebar Button Save Data Sidebar Button Visible X X X X
Toolbar Factor Scale Toolbar Button Factor Scale Toolbar Button Visible X X
Clear Rectangles Toolbar Button Clear Rectangles Toolbar Button Visible X X
Slope Tool Toolbar Button Slope Tool Toolbar Button Visible X X
Arrange Graphs: HB Arrange Graph HB Visible X X X
Arrange Graphs: HT Arrange Graph HT Visible X X X
Arrange Graphs: VR Arrange Graph VR Visible X X X
Arrange Graphs: VL Arrange Graph VL Visible X X X
Volume Calculator Toolbar Button Volume Calculator Button Toolbar Visible X X
Manual eSignature Toolbar Button Manual eSignature Toolbar Button Visible X X X
Quick Check Toolbar Button Quick Check Toolbar Button Visible X X X
Plugins Enabled /-}dditi.ons or Patches to the SoloVPE Software
(inactive)
Report Report Modification Rights Enabled Authority to Modify All Reports Enabled
Ability to use Quick Slope Report Options
Quick Slope Report Options Enabled (Advanced Tab) X X
Administration | Measurement Continuation Allowed Continue Performing Sample Measurement X X X
Set Zero Allowed Ability to Set Zero Position X
Quick Check Administrator Access Authority to Access Quick Check Administrator X
Optimize Coupler Access Authority to Access Optimize Coupler X
Set Zero Wizard Access Authority to Access Set Zero Wizard X
Manual Limit Override Access Authority to Access Manual Limit Override X
EC Edits Allowed Authority to Allow Edits in EC Library X X
Allow Default Path Subfolders 2;::ic;:tt)\l/etg:?avueltF::lzl'sdlgrsubfolders within the x* x* x* x*
Force Data Save Default Path Controls Save Data Events to the Default Paths X X X X
Configured in the SoloVPE Admin Software.
Controls Save Method Events to the Default
Force Method Save Default Path Pathing Configured in the SoloVPE Admin X X X
Software.
Coupler Check Access Authority t9 cc.ess the Coupler Check in the Quick X X X
Check Application
Autosave Autosave Optional Authority to Autosave Optional
Incremental Autosave Enabled Authority to Incremental Autosave Enabled X X X
Force Autosave Default Path Authority to Force Autosave Default Path X X X




Prevent Autosave to Local Hard Drive Authority to Prevent Autosave to Local Hard Drive X X X
ESign ESign Override Rights Enabled ESign Override Rights Enabled X
ESignatures Enabled ESignatures Enabled X X X X
ESign Quick Check Event Optional Authority to eSign Quick Check Event X X X
Post Manual eSign Save Required Post Manual eSign Save Required if Checked X X X
ESign Pre-Save Event Optional Authority to eSign Pre-Save Event X X X
ESign Quick Methods Optional Authority to eSign Quick Methods X X X
ESign EC Events Optional Authority to eSign EC Events X X
Security Inactivity Timer Enabled Inactivity Timer Enabled (while in software) X X X X
Perimeter Authentication Enabled (prior to
Perimeter Authentication Enabled software) X X X X
Admin Override Rights Enabled Authority to Override Administrative Rights X

*It is recommended that all folders only be created by IT/network administrators. Users should not save data to folders created by non-administrators to avoid
ownership privileges.

Detailed Info: Variable Pathlength Security Guidance SecureVPE for QuickVCA Software

Group Privilege Description VPE P:;ir VPE VPE
Admin User User Reviewer
Application QVCA Software Access Authority to Run/Use application X X X X
ESign QVCA eSign Enabled ESignatures Enabled for QVCA Software X X X X
QVCA Post Manual eSign Save Required ESignatures Enabled for QVCA Software X X X
Method QVCA Method Modification Authority to Modify Methods in QVCA X X
QVCA Report Modification Rights
Report Enabled Authority to Report Modification
Autosave QVCA Autosave Optional Authority to Autosave Optional
QVCA Incremental Autosave Enabled Authority to Incremental Autosave Enabled X X X
QVCA Force Data Save Default Path Authority to Force AutoSave Default Path X
QVCA Prevent Autosave to Local Hard X
Drive Authority to Prevent Autosave to Local Hard Drive X X X
Security QVCA Perimeter Authentication Enabled | Perimeter Authentication Enabled X X X X
Administration | QVCA Allow Default Path Subfolders Authority to Force Default Path Subfolders X X X X
QVCA Force Data Save Default Path Authority to Force Save Default Path X X X X
QVCA Force Method Save Default Path Authority to Force Method Save Default Path X
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